V/PRAIRIE SPIRIT
SCHOOL DIVISION

PROTECTION OF STUDENT DATA ON THE WEB

THE BIG QUESTIONS
Where can we store student and parent data?
Where can we ask parents and students to enter their personal information?

We have rated the services we use now
Prairie Spirit web service ratings: https://www.spiritsd.ca/trusted

If you are using an unrated web service
See the levels below to guide your actions.

To have a service reviewed please contact the helpdesk https://www.spiritsd.ca/technology/

RISK LEVEL 1 (TRUSTED)

e Safe for teachers to store any student data here.
e Safe for students to store any data here.

e Safe for students/parents to enter data here.

RISK LEVEL 2A (USE WITH CONSENT and SIGN IN WITH PSSD ACCOUNT)

e Safe for teachers to send students here to view content or create a product
using the student's Prairie Spirit account to sign in.
e Consent of parent/student required.

*
RISK LEVEL 2B (USE WITH CONSENT or WEB ALIAS )
e Safe for teachers to send students here to view content or create a product if
the students use a web alias™.

e Consent of parent/student required if you plan to store data here or if you plan
to ask students/parents to enter personal data.

*
RISK LEVEL 3 (WEB ALIAS ONLY)

e Safe for teachers to send students here to view content or create a product if
the students use a web alias*.

® Data stored here is too vulnerable to attack/theft. Do not ask students/
parents to store personal data here.

RISK LEVEL 4 (DO NOT USE)

e Do not use for any reason.

e Site malicious or compromised (malware, controlled by third-party with ill
intent).
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*web alias: a false username and false identifying information.





